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 was the victim of a cyber-
attack that crippled court operations and leaked files with sensitive
data. Two months after the incident, Chief Judge Miller reports that
with assistance from the state Supreme Court, and many others,
recovery is nearly complete. His remarks about the incident to the
Florida Bar association remind Floridians to step up their
cybersecurity game, “Because it can and will happened to anyone.
Read more.
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provider based in Jacksonville, fell victim to a ransomware attack by
the busy BlackCat group in late November. An updated filing with
the Security and Exchange Commission (SEC) revealed that the
records of 1.3 million customers were stolen. Fidelity has reported
that they have $10 million in cyber insurance and protecting client
data will continue to have priority in their technology budget. Read
more here.
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It is tempting to become complacent when reports of breaches are
commonplace, however there are steps you can take to protect
yourself and your family. The Federal Trade Commission (FTC)
provides guidance at Identitytheft.gov where you can report an
identity theft and learn practical steps to take when your data has
been compromised. Visit Identitytheft.gov now.
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Beware of free vacations and bargain deals on flights or rental cars.
Whether in an email, robo-call, social media post, or website they
spell trouble for travelers. For guidance on how to avoid travel scams
check out the Federal Trade Commission's Consumer Advice article
here.

https://www.floridabar.org/the-florida-bar-news/chief-judge-john-miller-details-the-first-circuits-massive-cyberattack/
https://www.bleepingcomputer.com/news/security/fidelity-national-financial-hackers-stole-data-of-13-million-people/
https://www.identitytheft.gov/#/
https://consumer.ftc.gov/articles/avoid-scams-when-you-travel
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Your data is valuable. Learn to take control of the data you share.

Text Link
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A Florida facility was hit as the threat increases for water and
wastewater treatment facilities across the US. Late November
attacks on water utilities in Florida, North Texas and PenN�  

https://app.constantcontact.com/pages/campaigns/email#
https://therecord.media/florida-water-agency-ransomware-cisa-warning-utilities
https://cyberflorida.org/cybersecureflorida/cip/
https://usfcorporatetraining.catalog.instructure.com/browse/cyber/courses/cyber
https://usfcorporatetraining.catalog.instructure.com/browse/cyber/courses/cybersecurity-managerial-training
https://usfcorporatetraining.catalog.instructure.com/browse/cyber/courses/technical
https://usfcorporatetraining.catalog.instructure.com/browse/cyber?query=executive&sort=date
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Please feel free to reach out to us at CyberReady@usf.edu
for any questions or clarifications.

 
Prof. Shivendu Shivendu and Prof. Varol Kayhan

Muma College of Business
University of South Florida
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